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Abstract—This paper focuses on the design of a wide area in [4]. Use of ACDs and radial basis function networks
monitoring system (WAMS) in a multimachine power system for wide area monitoring and control is studied in [5].
with enhanced reliability, integrity and security. A two-area four- SRN trained with a quantum inspired algorithm - particle

machine power system is considered for the studies. The voltage AT . . .
and speed deviation information coming from the generators js SWa&rm optimization with quantum infusion (PSO-QI) has

used by the WAM to feed useful information to the wide area been implemented as a WAM in [6]. Various design aspects
control system (WACS), which will then send control signals back of wide area monitoring and control systems are studied]in [7
to the power system. The proposed WAM uses current and past

information from the generators to predict their future values. However, to make wide area monitoring and control a
By combining features such as missing sensor fault tolerance, '

intrusion detection system and integrity check at the receiving [€asible system to implement with real-world power systems

end, the proposed method is more reliable and secured. The it Needs to be realistic and have enhanced reliabilitygiritig
proposed EWAMS is capable of overcoming communication and security. Computational intelligence (Cl) tools such a

delays, mitigating attacks and surviving faults. Results for some neyral networks and swarm, evolutionary and quantum be-
modules of the system are shown in support of the proposition. 4yeq algorithms provide an idealized framework with which
Index Terms—Auto-encoder, EWAMS, MIMO, Power system, to design powerful and effective controllers. One suchesyst

PSO, Quantum Principle, SRN, Wide Area Monitor with enhanced reliability, integrity and security is prete in
this paper. The main contributions of the paper are as fallow
I. INTRODUCTION o Proposed design of an enhanced wide area monitoring

system with focus on reliability, integrity and security.
« SRN based local and wide area monitors have been

data in timely manner. In a complex power network, the implemented with a new training algorithm and two step

devices or sub-systems could be geographically distribute training approach.

Since different control actions have to be taken for variodde remaining sections are arranged as follows: Section II
components, wide area monitoring and control is importafigscribes the proposed EWAMS. The design of EWAMS is

for the modern power system. Since sensors associamcribed in Section lll. Section IV describes the studies

with components could fail, or the Signa|s Coming fronﬁ:arried out and results thus obtained. Conclusions are then
various distributed locations could be tampered by unwhntgiven in Section V.

intruders, it is important to have a wide area monitoring

(WAM) system with more reliability, integrity and security Il. ENHANCED WIDE AREA MONITORING SYSTEM

In this paper, design of an enhanced wide area monitoring
system (EWAMS) is proposed for multimachine power systergp

ONTROL of any component of an electric power
system is dependent on the availability of the sensory

Fig. 1 shows a block diagram of the proposed EWAMS
plied to a two-area four-machine power grid. It uses CI
techniques to more accurately predict the state of the syste

Simultaneous recurrent neural network (SRN) and Edﬁ‘? advance. It consists of different components such as the

State .Network. (ESN) based_WAM hgs.been demon;tratedrﬁgssing sensor restoration (MSR) module, local area monito
be quite effective at performing predictive neuroidentifion LAM) module, wide area monitor (WAM) module and the
of distributed power systems for the purposes of accurg egrity check (IC) module. These modules use different

control [1]. Since different components of a power Sys’te'i](l.chnologies for reliable performance of the system.
are geographically distributed, there is communicatiolayde

g%tween them. r:n a WAt')VI’ the _Zlgnac:sfthat arrive .”OT“ The terminal voltage and speed deviation signals from each
! erent. areas have to be consi ered for commumcgtl%@ the generators in the power system is received at the MSR
delays in taking proper control decisions. In [2], a Wlder'nodule of the EWAMS. The MSR monitors the inputs for

area control system considering communication delays W‘ﬁ%sing or faulty signal and triggers a CI based algorithm

been implemented. A recurrent neural network is useq fﬁ{at restores the missing sensor input for a short period of

v'\gcétla:;are.a |d(_a(|j‘1t|f|cat|on mt[3]l' L:se of adaptlvet C”t'.c Cg?gd_ tgi{ne. This ensures reliability of the system. Since the auto
( $) in wide area control of a power system is studieg.oger ysed in the MSR module computes the correlation
The authors are with Real-Time Power and Intelligent Systeaimtatory, be_tween the input S'gn‘_’ils to prodgce 'he_althy’ signal otstpu
Missouri University of Science & Technology, Rolla, MO 6340JSA, missing or ‘unhealthy’ inputs are immediately detectedisth
Contact: http:/fripis.org/contact . _ also adding a level of security. The output of the MSR goes
The funding provided by the National Science FoundationAW&der the . he WAM dul hich di head | "
CAREER grant ECS #0348221 and EFRI #0836017 is gratefulknagl- N0 the module which predicts step-ahead values o
edged. the speed and voltage deviations of the generators. Delays o



WAMS _ _ Communication delays, congestion and security breach are
Critical Rasky Norma{ some of the obstacles to reliable performance of a WAM.
. O . The MSR and the WAM modules help to ensure reliability in

Integrity Check Module the EWAMS. MSR mo_dule helps by identifying the missing
sensor signal and using a CI technique, such as patrticle
‘ ‘ swarm optimization (PSO), to restore the missing sensa. Th
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multiple-inputs multiple-outputs (MIMO) SRN predicts tue
outputs of the system ahead of time. This ability of the
system to predict the output well in advance makes it more
reliable. Wide Area Controllers (WACs) can use this rekabl
A information from the WAM to take proper control actions in

| | ‘ ‘ real time.

Wide Area Monitoring Module

‘ Auto-encoding | ‘ Sensor Resl{xation‘

B. Integrity

Missing Sensor Restoration Module

-~ 2 Integrity is trustworthiness. In order for a controller take
47 || good decisions, it must have accurate, fault-free data with
1 which to generate its choices. Real-world devices, howewer
not always perfectly reliable. Sensors can malfunctiognalis
can become delayed due to congestion, and electromagnetic
: noise can cause glitches in communication. Missing-sensor
o " fault tolerance [8] utilizes neural networks as auto-emersdo
L > 2k correlate interdependencies in data and detect inacesraci
v 4 the reported data. The auto-encoder in the MSR module allows
for the detection of faulty signals that is, signals that @b n
L reflect the true state of the system and the PSO compensator
uses the mutual information in the healthy signals to eséma
the true value of the missing signal for brief periods, altoy
for excessive lag or even sensor failure without sacrifi¢iney
Fig. 1. Proposed design of an EWAMS. integrity of the overall system. This is further enhanced by
having LAMs in different areas for reporting the state of the
signal through a more secured channel for the integrity lchec

communication channels can be overcome by these step-ahgggth is performed by the IC module and informed to the user
predictions. The signal from the generators are also piedlici, some ways.

using an LAM in each area which is assumed to have a more

reliable and secured communication channel to the IC module

The output from the LAM and the WAM are then used by:_ Security

the IC module to compare between the predicted signals of

each generator. Since the signals coming from the LAM areOne of the dangers of separating monitoring and control
assumed to be more reliable, any discrepancy between ftmm the system to be managed is that it becomes more
LAM and the WAM output during integrity check impliesvulnerable to remote interference by malicious entities. A
faulty or compromised signals coming from the generatorsecure system can detect such intrusions and compensate for
This will be treated as integrity fail and will raise diffeve them, not permitting them to interfere with proper function
alarms. This added redundancy in the system will make it mopé the system as a whole and alerting human operators to
secured and reliable. The IC module thus helps to identifige problem if such persists. The MSR module adds inherent
the healthy, faulty or compromised state of the system. Thagcurity to the system by restoring faulty signal to reabeal

by compensating for communication delays, predicting ane thus making any unhealthy or compromised signals useless.
more steps ahead for control decision-making and with addatso, the redundant information from the LAM over a secured
redundancy, the EWAMS has enhanced features of religbilighannel provides additional security feature. The IC medul
integrity and security. The design of IC module, however, isses this reliable information to alert the user about thtest
not a part of this paper. of the system thus making it secured.
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A. Reliability

A reliable system is one that functions the way its users
expect it to. In this case, this means that the end result ofThe EWAMS proposed in this paper is implemented
the WAMs function should be a step-ahead prediction of tlmm a multimachine power system. Different components of
states of all generators in all areas of the multi-area systeEWAMS are described below:

I1l. DESIGN OFEWAMS



A. Multimachine Power System

set of weight responsible for predicting the voltage and the

The practical power system is a complex system wittpeed devigtions'of thle next sample respect'ively.' Thg WAM
thousands of buses, several hundreds of generators amd if8der considerations is MIMO system and identification of
actions between multiple areas with several inter-areaemoFUCh system is very difficult. Hence a two step procedure for

of oscillations. In this study, the two-area four machinevpo

training the MIMO SRN is implemented. In Stepl, SRN is

system shown in Fig. 2 [9] is taken as the test system. Ti@ined using a quantum inspired algorithm, particle swarm

parameters of the two area system are given in [10].
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optimization with quantum infusion (PSO-QI), to obtain the
input and output weights. In Step 2, the input weights oletzin

in Step 1 are kept fixed, and the same SRN is trained to
obtain the output weights, with only one output at a time.
The architecture of the implemented SRN and algorithm used
to train it are described below:

1) Smultaneous Recurrent Neural Networks: Elman SRN
used in this study is a three layered neural network with
its feedback from the hidden layer output to the context
layer inputs. It has an input layer with 8 input nodes, a

G3

[~} E% 10km 10km ; g f Ay )

\~,// 2okm 110km | 110km) 28 \;,,//
0

Area 1 Area 2

hidden layer node with 15 hidden nodes and an output layer
with 4 output nodes. Being an Elman network, it also has a
context layer with 15 nodes whose inputs are the outputs of
the corresponding hidden layer nodes.The hidden nodes have
sigmoid activation function and the output nodes are linear
An Elman SRN is represented in vector notation as [11]:

Fig. 2. Two area four machine system used in the study.

B. Missing Sensor Restoration Module H(t, k) = f(AxI(t,k)+BxH(t,k-=1)+ K) (1)

The MSR module takes the terminal voltage and speed
deviations of the generators as its inputs and feeds the out-
put, which is same as the input, to the WAM module. The
MSR receives these inputs every 10 ms (100 Hz), which Yhere. = [Virefi, Vrefa, Vrefs, Vrefs, Awr, Aws, Aws, Awy]
possible with today’s phasor measurement unit technololfythe set of inputs/ is the set of outputs from the hidden
[10]. It is implemented by an auto-encoder and a PSO badéfles and) = [O1, 03, O3, O] = [Ad1, Awz, Az, Ady] i
signal restoration mechanism. The auto-encoder for the tfi§ Set of outputsa contains weights from input layer to the
area four machine system used in this study is realized Bifiden layer,B contains weights from context layer to the
an MLP. When everything works properly, a trained autdlidden layer,C' contains weights from hidden layer to the
encoders outputs match its inputs. The outputs represemt aQUtPut layer,k is the time index of internal recurrence,is
calculation of the inputs based on the interdependenciéigeof the time index of the input samplé? is the total number of
signals. Thus, if one signal is reporting falsely (such asiwo intérnal recurrencesi’ and K" are the biases/ and g are
happen if a sensor failed, but the machine it was sensirig sfié two activation functl_on_s. Anoth_er_ similar architeetus
functioned), the outputs will not match the inputs but soméSed for the voltage deviation predictions. _
element of the missing sensors true behavior is still reftbct 2) Particle Svarm Optimization with Quantum Infusion:
in the reports of the other sensors. After it is trained, ij anPSO-QI is a hybrid algorithm that uses the quantum principle
one of the input signals is not “healthy”, there will be eror from quantum-behaved PSO (QPSO) to create a new offspring
the output. So, if a faulty signal is given as input to the autd PSO. After the positions and velocities of the particles a
encoder (or a sensor goes down and the signal is missiri¢jdated using standard PSO equations, a randomly chosen
it will identify the faulty (or missing) signal. At this potpit Particle from PSO'spbest (the previous particle position
triggers the PSO based restoration mechanism which maké4ng the best fitness value) population is utilized to garr
an intelligent guess of the value of the missing input signgHt the quantum operation; and thus, create an offspring by
based on the other inputs, such that the error at the outputftating thegbest (the best particle among all the particles
the auto-encoder is reduced. Thus the missing or faultyasigi? the swarm). The fitness of the offspring is evaluated

is replaced by a true approximation of the actual signal. and the offspring replaces thgest only if it has a better
fitness. This ensures that the fitness of tibest is equal to

or better than its fitness in the previous iteration. Thus, it
is improved and pulled toward the best solution over itereti

O@t)=g(C*H(t,k)+ K') When k=R 2

C. Wide Area Monitor Module

A WAM in the EWAMS is a next state predictor. The
inputs to the WAM are the current deviations in terminal According to the uncertainty principle, position and vétipc
voltageVref and speed\w as provided by the MSR module.of a particle in quantum world cannot be determined simulta-
The output of the WAM is a step-ahead prediction of theeously. Thus QPSO differs from standard PSO mainly in the
voltage and speed deviations. The WAM in this work ifact that exact values aof andv cannot be determined. Hence
implemented by an SRN, with two sets of weights, eadhe probability of finding a particle at a particular positim



the quantum search space is mapped into its actual position L = 23 * |mbest — x,4| using (7)

in the solution space by a technique called “collapsing”. In if rand(0,1) > 0.5 then
Quantum Delta-Potential-Well based PSO (QDPSO) [12], a using (3)
delta potential well based probability density functiorused of fspring = J — £ xIn(1/u)
to avoid explosion and help the particles converge. By using else
Monte Carlo Simulation [12], the position equation in QDPSO of fspring = J + % xIn(1l/u)
is given by (3): end if
L(k) if fitness 6f fspring)<fitnessgbest) then
x(k) = J(k) £ Tln(l/u) 3 gbest = of fspring
end if

whereu is a uniform random number in the interval [0,1]. The  gnq for
particle’s local attractor poinf has coordinates given by the | ntil termination criteria is met.
following equation:

Ja(k) = a1 Pya(k) + aaPia(k) (4) D. Local Area Monitor Module
where P, is theith pbest particle ind®" dimension andP,, The LAM module is based on each area and take_s the
is d*" dimension of thegbest particle obtained from PSQ, t€rminal voltage and speed deviations of the generatorsain t
is the length of the potential field given by: area to calcula.te thglr step—ah.ead preqlct|9n§. It is amid .
the WAM explained in the previous section in implementation
L(k) = 28|J(k) — =(k)]| (5) and training, except that it has fewer inputs (from genesato

in that area). Its output goes to the WAMS through a secured

The parametep3 is the only parameter of the algorithm. Itcommunication channel for the integrity check.

is called the creativity coefficient and is responsible foe t
convergence speed of the particle. )
E. Integrity Check Module

The Mean Best Positionnbest, is defined as: The IC module is basically a comparator with an intelligent
LS8 LS 1S algorithm as the decision maker. It compares the input from
mbest(k) = =S Pi(k) = | = Pa(k),..., = P.~(k) | the WAM and the LAM every sample. By looking at the
®) 5; &) (5 ; (k) s ; w0 )> difference in their values in each sample and over a period of
(6) time, the intelligent algorithm makes decisions about tages
where S is the size of the population) is the number of of the signal. Since the information coming from the LAM
dimensions and’; is the pbest position of each particle. In js assumed to be secured and more reliable, the discrepancy
QPSO,J in (5) is replaced bynbest to form (7) as follows: identified by the IC module will be reported as errors in the
. i signals coming from the WAM. The state of the system is thus
L(k) = 2p|mbest(k) — z(k)| (7) determined as being 'normal’, 'risky’, or ’critical’ basexh the
By using (4) this can also be written as follows to show th@uration, amplitude and nature of discrepancy. The alauidco
mutation ongbest, where the addition or subtraction is carriede visual representation in colors, or sound or other method
out with 50% probability: of communicating to the user for required action.

z(k+1) = a1 Pya(k)+aa Piq(k)£8|mbest(k)—z(k)|in(1/u)
(8) : .
In PSO-QI, the position update equation (8) has been used t&LP and SRN architectures are used for different modules

mutate thegbest particle obtained from PSO. The pseudocod@f the EWAMS. For training these neural networks, PSO and
for the PSO-QI algorithm is as follows: PSO-QI algorithms have been used. These algorithms canverg

to a solution based on some fitness function. In this study
mean squared error (MSE) between the output of the neural
networks and the actual output of the generator has been used
as the measure of fitness. For each generat®tSE for Step

1 can be written as (9).

IV. RESULTS ANDDISCUSSIONS

Initialize positionz, velocity v and letpbest=x
repeat
for i = 1 to populationsize do
Evaluate fitness
if fitness ) < fitness pbest) then

4
pbest = x and gbest = min(pbest) MSEr = EZMSEZ» 9)
end if 4o
Updatev andx using standard PSO equations where,
end for
Calculatembest using (6) 1 &
Select a random particte MSE; = > (Awi(k) — Adwi(k)) (10)
for d from 1 to dimensionsize do =1
a1, ay = rand(0,1) whereAw is the actual output of the generator afd is the

J = (a1 % Prg+ o % Pyq) /(a1 + a2) predicted output from the neural network at sanfpl&q. (10)
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gives the MSE for Step 2. The neural networks are traint 02

= T T T T T T T Autoencoder
using the terminal voltage and speed deviations of the fo &
generators in the two-area four-machine power grid consétle 3 o2
in the study. The data used for the training has 1000 samp _ 05,
captured in 10s. A forced training is carried out in which a i 0
four generators are subjected to a PRBS excitation and tr ~ -os,
corresponding voltage and speed deviations are measured.  _ o2
networks thus trained are tested on the same dataset. > o /
< -02;
~ 05
A. Auto-encoder :a; oh A
Auto-encoder used in this study is composed of 4 MLP = 05,4t
two in each area- one for the voltage and other for the spe Time (<)

deviation. The choice of 4 MLPs is because a MIMO MLP
with large number of inputs does not perform well. The autdi9- 4. Output from the auto-encoder for terminal voltage.
encoder implementation using MLP is shown in Fig. 3. The

network is trained using PSO with the fitness function give 1
by (10). After the auto-encoder is trained, its outputs ﬂmat(g”% 5
its inputs. This is then fed to the WAM. The testing result ~ o : : : ] : : : : :
are shown in Figs. 4 and 5. These results show that the out 10
of the auto-encoder is able to closely match the actual BaIL§N§

Actual
Autoencoder

s

of voltage and speed deviations of the generators. S S I e s e TR
5 T T T T T T T T T
" im% UWV\,/\/\/\W
AV AV A@x () Aadl) S - T
T T '|l 'T 0 1 2 3 4 5 6 7 8 9 10
5 T T T T T T T T T
AV, (t)—> ——Aw, (1) - VYV YV y
AV, (1) —» <A, ) P01 2 s 4 5 s 1 8 9 10
A (t—1)—» a—Am (1-1) Time (s)
AZ(t—7) —» A, (1-2)
AF(t—)—* T Ap(r-1) Fig. 5. Output from the auto-encoder for speed deviation.
AV(t—2)—| —Am (¢ -2)
AV () A, (0) output. The following parameters are used for PSO-QI.
AV, (1) —* —Aw,(t)

Awy(t-1) c1, Cp =2

AV (t—1)—> . 2 )
AV, (--D)—» —Aa (-2 W= Ilne_arly c_zlecreasmg from 0.9 to 0.4
AV (t—1)—»| < Am(-1y Population Size: 30
AV, (t-2)—>| «Aat-2)  Number of ?terat!ons ?n Step 1: 100
| l Number of iterations in Step 2: 50
il 7 nY A 0 = linearly increasing from 0.5 to 1
AV2(t) AVs(t) Aei(D)  Aas(r) Dimension () = 405 (Step 1), 15 (Step 2)

Fig. 3. Auto-encoder implementation using four MLPs. Based on the inputs from the MSR, the WAM then com-

putes the outputs, which are then fed to the IC module for

determining the state of the system. The test results adtain

B. WAM for the SRN in WAM are shown in Figs. 6 and 7. The output
o . _ . of the WAM for the input from the MSR is shown in Figs. 8

WAM is implemented using SRNs. The SRN is trame(gnd 9. These results show the ability of the WAM to predict

using PSO-QI in two steps. The 8 inputs of the SRN alg \oitage and speed deviations of the generators for the in
the current values of voltage and speed deviations of e dained from the MSR

generator. The 4 outputs are the one step-ahead predicte
values of the voltage (or speed) deviations. Choice of this
training algorithms is based on the authors’ successful LAM

implementation of MIMO SRN training using this algorithm The LAM, also implemented as an Elman SRN, is local to
and approach in their previous work [6]. In Step 1, SRN isach area. Its inputs are decided by the number of generators
trained using all the inputs and outputs. In Step 2, the inpitthat area. The structure of the SRN used in LAM is similar
weights obtained from Step 1 are kept fixed and the SRNtis that in WAM except for the number of input/output. In this
trained only for the output weights, one at a time for eacttudy, the LAM is a 4 input and 4 output SRN with 15 hidden
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nodes. The test results obtained for the predicted values of
speed and voltage deviation for Area 1 are shown in Figs. 16vel work in implementation of cyber-physical energy syst
and associated research. Implementation of the EWAMS on
V. CONCLUSION real-time hardware platform and its integration with thelevi

In this paper, design of an EWAMS is proposed. Sonff€a controller will follow as other future works.
of the modules of the proposed system are implemented
and shown with results. In the study, the auto-encoder is
implemented by an MLP and the WAM and LAM by a [1]
MIMO SRN. The SRNs are trained using PSO-QI by using an
effective two step training approach. With enhanced festof [2]
reliability, integrity and security, the proposed EWAMSlIIwi
be important in the future smart grid. However, research in
still in progress in this area. The implementation of PSOi3]
based restoration mechanism in MSR and implementation
of IC module is authors’ work in progress and not a part
of the results shown in this paper. Cellular neural networks
implementation for MSR and WAM module and integration[4]
of different modules to realize the complete proposed syste
is a part of the authors’ future work. This study is a beginner
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